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Overview
ScortoTM Fraud Barrier is a flexible fraud prevention solution based on cutting-edge fraud detection technologies in 
combination with advanced decision analytics, rules-driven engine and intuitive fraud case analysis tools. Fraud Barrier 
stops fraud before it happens by detecting and isolating potentially fraudulent applications.

With Fraud Barrier you will be able to 
identify, analyze and counteract fraud. 
It will:

Protect your organization from  �
all types of application and 
transaction fraud.
Dramatically reduce fraud losses  �
with accurate fraud prevention.
Seamlessly integrate fraud  �
detection with your current 
infrastructure and business 
processes.

Fraud Barrier identifies anomalies and 
suspicious data within an analyzed 
application by:

Checking its data against varying  �
details of previously detected 
fraudulent applications. 
Checking application data against  �
external value-added databases, 
such as government terrorist lists 
or credit bureau fraud lists.
Looking for abnormal, atypical  �
or extreme values in application 
fields through a comparison with 
values distribution in multiple 
similar customer sub-segments.
Validating application data  �
for consistency, veracity and 
conformity with known national, 
industrial, organizational and 
other limitations.
Scoring each application using  �
fraud scoring models that can 
be based on logistic regression, 
decision trees, neural networks 
and other advanced data mining 
technologies.
Calculating proximity to “ideal  �
customer” or to “fraud customer”.

The solution offers a set of proven 
fraud detection scenarios and rules 
that can be combined in fraud 
detection strategies. Using its visual 
intuitive interface, Fraud Prevention 
Managers can rapidly adjust and 
configure rules without the need 
to involve the IT department. The 
complete cycle of anti-fraud measures 
and ongoing refinement of techniques 
and performance are ensured through 
the enablement of expanding, 
modifying and improving the rules 
to reflect new economic and market 
realities beside the empowerment of 
key personnel to create completely 
new anti-fraud scenarios for new 
products and/or markets.

To add to that, various workplaces 
contained in Fraud Barrier that are 
intended for different roles within the 
Fraud Prevention Department (namely, 
Fraud Prevention Manager, Fraud 
Analyst, Department Head and other 
customizable workplaces) ensure the 
complete coverage of your business cycle.

 
All the actions and decisions made 
by business users are recorded 
for future investigation, anti-fraud 
strategies improvement and sharing 
of knowledge throughout the entire 
organization.

Fraud Barrier can be installed within 
your organization or provided as a 
hosted solution to minimize your 
investments in hardware and system 
administration.

Benefits
Detect 70 to 95% of application fraud with  �
low cost of operation
Decrease the amount of fraud losses by  �
acting  proactively and fast
Improve fraud detection with no impact on  �
operational resources, processing time and 
customer service
Achieve ROI within months by reducing  �
fraud and bad debt losses
Adapt constantly fraud prevention rules and  �
scoring models to successfully fight new 
fraud trends and stay one step ahead of 
cunning fraudsters.
Get a flexible system that integrates multiple  �
data sources with your fraud prevention 
processes and strategies.
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The process

Fraud Identification1. 
The core of the solution is the 
comprehensive fraud detection engine 
that scans each application using a 
series of fraud detection scenarios. All 
the detected inconsistencies, matches 
with known fraudulent data, extreme 
values, suspicious entries and atypical 
information for a certain group of 
customers are ranked and converted to 
a set of alerts and warnings.

Detected Fraud Analysis2. 
Every potentially fraudulent application 
is automatically forwarded for review 
and analysis by the Fraud Analysis team. 

Automated ranking of detected fraud
Each alert and each warning contains a 
digital ranking of its severity.
Using this combined severity, 
all applications are ranked and 
automatically placed in dynamic 
queues for investigation by a certain 
fraud prevention team or even by an 
individual user, thus allowing for the 
maximum utilization of resources and 
prioritization of the most important or 
the most risky customer segments.

Case review and analysis
Using the advanced interactive interface 
with all alerts and warnings combined 
in tags clouds for intuitive analysis and 
with all the information conveniently 
grouped and presented for review, 
Fraud Analysts can assess all matches, 
non-typical values and constraint 
violations that have been triggered 
for any given application.  Graphical 
representation of a suspected customer 
position against a population of similar 
customers gives Fraud Analysts the 
ability to quickly grasp the situation. 
This graphical representation coupled 
with powerful search and deep analysis 
abilities will take your fraud prevention 
efficiency to the maximum level.

Decision and actions
Once the final decision is made, the 
application can be marked accordingly 
and sent back to the corresponding 
Credit Officer or forwarded for 
additional approval by the Department 
Head.
All actions are captured and displayed 
in compact graphical form with 
attached comments to facilitate future 
investigations. The system saves all 
actions performed by users in an audit 
log. This allows you to meet regulatory 
requirements, to control user activity 
and to reduce misuse and abuse of the 
system.

On-going improvement3. 
Fraud Barrier offers a set of standardized 
reports that allow your management 
team to ensure that the processes and 
users are efficient. These reports contain 
operational productivity trends, fraud 
losses reduction trends, anti-fraud rules, 
scenario and strategy efficiency. The 
reports can be easily extended with 
several custom reports that can be 
adjusted to the needs and processes of 
each organization.

 

Integration 

ScortoTM Fraud Barrier is a highly 
scalable solution able to satisfy the most 
performance-demanding organizations. 
Multiple automatic connections to 
different data sources as well as multiple 
fraud interception strategies for each 
product and each market segment can 
be easily configured and integrated 
with the existing IT environment in your 
organization. 

Fraud Barrier can be fully integrated 
and operate automatically in real-time 
with an application processing solution 
or with a transaction management 
solution. Fraud Barrier allows you to 
centralize all fraud prevention rules, 
policies, and processes onto a single and 
easy-to-manage platform that performs 
its duty for all products, all departments 
and all customer segments. A single 
centralized database contains all 
fraud cases, relevant data and actions 
thus facilitating knowledge sharing 
across the entire financial organization 
and offering significant competitive 
advantages.
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Gain a 
privileged 

position 
against 

competitors 
with 

significant 
reduction 

of fraud 
losses.


